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Executive Summary

Objective

Overview

Clavax Technologies LLC conducted a web application penetration test of abc.com’s web platform 
application at:

This report documents the results of the engagement and provides a recommended course of action for 
identified vulnerabilities.

The objective of this project was to ensure that adequate technical security controls were in place to 
prevent or minimize the risk of attacks to the applications from internal abc.com resources. This 
assessment was a point-in-time evaluation that cannot address the inherent dynamic nature of the 
infrastructure.

During this phase an initial alignment discussion took place to discuss the testing process. Two key 
aspects of the assessment agreed upon during this discussion were:

 https://abc.com

The project was broken into four distinct phases:

Phase 1. Planning

Testing would focus on the mirrored 
production environment that allowed the 
Clavax team to conduct more thorough 
testing without any operational impact. 
Therefore, all test results would be 
applicable to the production system.

Testing would be time-boxed, and as a 
result the test team would focus on as 
many portions of the applications as 
possible during Phase 2, 3, and 4 (2 days 
total, not including documentation).
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Demographics

This purpose of this phase was to profile the application and identify possible areas where manual 
testing would reveal potentially significant vulnerabilities. User accounts with varying levels of permis-
sions within the application were used during this process.

Phase 2. Automated Scanning

Using the information obtained during Phase 1, the test team targeted specific areas of the applications 
where vulnerabilities were either identified, or where they would be of significant risk if found. Again, this 
phase was conducted from the perspective of the different levels of user access.

Phase 3. Manual Testing

During Phases 1 and 2, Clavax gathered, analyzed, and recorded notes of their findings with respect to 
the Web Application Penetration Test. At the conclusion of this task, these notes, as well as the raw data, 
screenshots, and any additional information (e.g. documentation, network diagrams, or configuration 
files) were reviewed and any findings and recommendations incorporated into a draft deliverable (this 
document). The draft deliverables will be provided to abc.com representatives for review and comment. 
Once comments have been received, Clavax will incorporate any changes to the document and finalize 
the deliverable.

Phase 4. Analysis and Documentation 
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Risk Analysis
The risk analysis process used in this project is proprietary to Clavax LLC. It is based on a combination of 
quantitative and qualitative approaches that determine and classify technical and procedural risks that 
can affect the overall security posture of a client’s infrastructure. The project used the Common 
Vulnerability Scoring System (CVSS) version 2 as its method of risk normalization, categorization and 
prioritization.

Results of the evaluation of the data appear in the Areas of Evaluation table in this report of this 
deliverable. This table includes a description of the IT security industry best practice for a given area, the 
evaluation rating (as defined directly below), and any recommendations.

Immediate attention in this area is required and significant effort is 
warranted to address its current state as it relates to general IT 
security and industry best practices.

Does not require immediate attention, but is an area that should be 
addressed within the relatively near future.

Areas of Evaluation Ratings

Evaluation

Unsatisfactory

Needs Improvement

Satisfactory

Excellent

Description

The area meets with the accepted IT security and industry best 
practice.

The area exceeds the accepted IT security and industry best practice.

For ease of use, the following table correlates the final risk rating score with a color (red for High Risk, 
yellow for Moderate and green for Low):

The vulnerability was determined to have a CVSS rating of 7–10, can 
result in a significant impact on the environment and requires 
immediate attention (i.e., within 1–4 weeks).

The vulnerability was determined to have a CVSS rating of 4–6, can 
result in a moderate impact on the environment and requires less 
immediate attention (i.e., within 4–12 weeks).

Risk Rating

High

Moderate

Low

Description

The vulnerability was determined to have a CVSS rating of 1–3, can 
result in a low impact on the environment and requires delayed 
attention (i.e., within 12–24 weeks).
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Cross-Site Scripting

Findings and Recommendations
The following findings and recommendations evaluate the areas that were analyzed, provide technical 
analysis, assign risk ratings to the key vulnerabilities found, and provide high-level threat scenarios. Table 
below summarizes these observations with more detailed information included in the sub-sections 
below.

Secure Practice Evaluation Score

The following section provides detailed information about the vulnerabilities discovered, recommenda-
tions for remediation.

Status : Successfully Exploited

Vulnerability Details

Risk Rating: High

Table 1 – Areas of Evaluation Summary
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Host header attack

Summary of Finding:

Clavax has determined that the web application is vulnerable to cross‐site scripting. Cross-site Scripting 
(“XSS”) is an attack technique that forces a web site to echo attacker-supplied executable code, which 
loads in a user’s browser. The code itself is usually written in HTML/JavaScript, but may also extend to 
VBScript, ActiveX, Java, Flash, or any other browser--‐supported technology.

Summary of Finding:

An attacker can manipulate the Host header as seen by the web application and cause the application to 
behave in unexpected ways. Developers often resort to the exceedingly untrustworthy HTTP Host header 
(_SERVER["HTTP_HOST"] in PHP). Even otherwise-secure applications trust this value enough to write it 
to the page without HTML-encoding it with code equivalent to: <link href="http://_SERVER['HOST']" 
(Joomla) ...and append secret keys and tokens to links containing it: <a href="http://_SERVER['HOST']?to-
ken=topsecret"> (Django, Gallery, others) ....and even directly import scripts from it: <script src="http://_-
SERVER['HOST']/misc/jquery.js?v=1.4.4"> (Various)

/index.php 

Details

Host header evilhostffRFFqyS.com was reflected inside a A tag (href attribute).

Request headers

GET /index.php HTTP/1.1 

Host: evilhostffRFFqyS.com 

X-Forwarded-Host: abc.com 

Connection: Keep-alive

 Accept-Encoding: gzip,deflate 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/28.0.1500.63 Safari/537.36 Accept: */*

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Proof:

Proof:

Sample Reports



POODLE attack

Summary of Finding:

The POODLE attack is a man-in-the-middle exploit which takes advantage of Internet and security soft-
ware clients' fallback to SSL 3.0. If attackers successfully exploit this vulnerability, on average, they only 
need to make 256 SSL 3.0 requests to reveal one byte of encrypted messages.

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Proof:

SSL Cookie Without Secure Flag Set

Summary of Finding:

Clavax has determined that it may be possible to steal user and session information (via cookies) that 
were sent during an encrypted session. During this penetration test, the consultant detected that the 
above referenced web application set a cookie without the "secure" attribute, during an encrypted 
session. Since this cookie does not contain the "secure" attribute, it might also be sent to the site during 
an unencrypted session. The Request For Comments (RFC) states that if the cookie does not have the 
secure attribute assigned to it, then the client can pass the cookie to the server over non-secure channels 
(http). Any information such as cookies, session tokens or user credentials that are sent to the server as 
clear text, may be stolen and used later for identity theft or user impersonation.

/

Details

Cookie name: "d4dad6935f632ac35975e3001dc7bbe8"

Cookie domain: "abc.com"

Request headers

GET / HTTP/1.1

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Proof:
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jQuery cross site scripting

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Pragma: no-cache

Cache-Control: no-cache

Referer: http://abc.com/

Acunetix-Aspect: enabled

Acunetix-Aspect-Password: *****

Acunetix-Aspect-Queries: filelist;aspectalerts

Cookie: d4dad6935f632ac35975e3001dc7bbe8=ahm4gnomdkr0odpkqabrc4l8g2

Host: abc.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/28.0.1500.63 Safari/537.36

Accept: */*

Response headers

HTTP/1.1 200 OK

Date: Mon, 13 Oct 2014 10:04:22 GMT

Server: Apache

P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP IND DEM"

Expires: Mon, 1 Jan 2001 00:00:00 GMT

Last-Modified: Mon, 13 Oct 2014 10:04:22 GMT

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 28921

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=utf-8

Original-Content-Encoding: gzipSample Reports



Summary of Finding:

An older version of jQuery that is vulnerable to a Cross Site Scripting vulnerability. Many sites are using to 
select elements using location.hash that allows someone to inject script into the page. This problem was 
fixed in jQuery 1.6.3.

Proof:

/joomla/media/k2/assets/js/jquery-1.4.4.min.js
Details

Pattern found: /*!
 * jQuery JavaScript Library v1.4.4
 * http://jquery.com
Request headers
GET /joomla/media/k2/assets/js/jquery-1.4.4.min.js HTTP/1.1
Pragma: no-cache
Cache-Control: no-cache
Referer: https://abc.com/joomla/media/k2/assets/js/
Acunetix-Aspect: enabled
Acunetix-Aspect-Password: *****
Acunetix-Aspect-Queries: filelist;aspectalerts
Cookie: d4dad6935f632ac35975e3001dc7bbe8=ahm4gnomdkr0odpkqabrc4l8g2
Host: abc.com
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/28.0.1500.63 Safari/537.36
Accept: */*
Response headers
HTTP/1.1 200 OK
Date: Mon, 13 Oct 2014 10:05:32 GMT
Server: Apache
Last-Modified: Wed, 07 Aug 2013 05:24:45 GMT
ETag: "35fbd-13309-4e354c2650140"
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Length: 78601
Keep-Alive: timeout=5, max=50
Connection: Keep-Alive
Content-Type: application/javascript
Original-Content-Encoding: gzip
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Vulnerable Javascript library

Summary of Finding:

You are using a vulnerable Javascript library. One or more vulnerabilities were reported for this version of 
the Javascript library. Consult Attack details and Web References for more information about the affect-
ed library and the vulnerabilities that were reported.

/joomla/media/k2/assets/js/jquery-ui-1.8.16.custom.min.js

Details

Detected Javascript library jquery-ui-dialog version 1.8.16.

The version was detected from file content.

Request headers

GET /joomla/media/k2/assets/js/jquery-ui-1.8.16.custom.min.js HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://abc.com/joomla/media/k2/assets/js/

Acunetix-Aspect: enabled

Acunetix-Aspect-Password: *****

Acunetix-Aspect-Queries: filelist;aspectalerts

Cookie: d4dad6935f632ac35975e3001dc7bbe8=ahm4gnomdkr0odpkqabrc4l8g2

Host: abc.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/28.0.1500.63 Safari/537.36

Accept: */*

Response headers

HTTP/1.1 200 OK

Date: Mon, 13 Oct 2014 10:05:32 GMT

Server: Apache

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Proof:
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Application Error Message

Summary of Finding:

This page contains an error/warning message that may disclose sensitive information. The message 
can also contain the location of the file that produced the unhandled exception. This may be a false 
positive if the error message is found in documentation pages.

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

/images/stories/abcHeader/images/index.php/

Details

URL encoded GET input view was set to acu2963%EF%BC%9Cs1%EF%B9%A5s2%CA%BAs3%-

CA%B9uca2963

Error message found: Internal Server Error

Request headers

GET /images/stories/abcHeader/images/index.php/?option=com_con-

tent&view=acu2963%25EF%25BC%259Cs1%25EF%25B9%25A5s2%25CA%25BAs3%25CA%25B9uca29

63 HTTP/1.1

Referer: http://abc.com/

Cookie: d4dad6935f632ac35975e3001dc7bbe8=ahm4gnomdkr0odpkqabrc4l8g2; 1ee73a388-

da0bb7ec3d7afe3beccac53=j7rvc9utqmpndmn8fcd0gpdq93

Connection: Keep-alive

Proof:

Last-Modified: Wed, 07 Aug 2013 05:24:45 GMT

ETag: "35fb7-3361f-4e354c2650140"

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Length: 210463

Keep-Alive: timeout=5, max=74

Connection: Keep-Alive

Content-Type: application/javascript

Original-Content-Encoding: gzip

Sample Reports



Directory listing

Summary of Finding:

The web server is configured to display the list of files contained in this directory. This is not recommend-
ed because the directory may contain files that are not normally exposed through links on the web site.

Vulnerability Details

Risk Rating: High Status : Successfully Exploited

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/28.0.1500.63 Safari/537.36

Accept: */*

Host: abc.com

Response headers

HTTP/1.1 500 Internal Server Error

Date: Mon, 13 Oct 2014 17:55:24 GMT

Server: Apache

P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP IND DEM"

Status: 500 View not found [name, type, prefix]: acu2963EFBC9Cs1EFB9A5s2CABAs3CAB9uca2963,ht-

ml,contentView

Expires: Mon, 1 Jan 2001 00:00:00 GMT

Last-Modified: Mon, 13 Oct 2014 17:55:24 GMT

Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 1540

Connection: close

Content-Type: text/html; charset=utf-8

Original-Content-Encoding: gzip
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/components/com_k2

Details

Pattern found: Last modified</a>

Request headers

GET /components/com_k2/ HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Referer: https://abc.com/components/com_k2/

Acunetix-Aspect: enabled

Acunetix-Aspect-Password: *****

Acunetix-Aspect-Queries: filelist;aspectalerts

Cookie: d4dad6935f632ac35975e3001dc7bbe8=ahm4gnomdkr0odpkqabrc4l8g2

Host: abc.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/28.0.1500.63 Safari/537.36

Accept: */*

Response headers

HTTP/1.1 200 OK

Date: Mon, 13 Oct 2014 10:04:43 GMT

Server: Apache

Vary: Accept-Encoding

Content-Length: 2883

Keep-Alive: timeout=5, max=65

Connection: Keep-Alive

Content-Type: text/html;charset=UTF-8

Original-Content-Encoding: gzip

Proof:
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